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[Abstract] : This paper presents a method for remote diagnosis and hotfix of online issues in mobile
applications. The diagnostic functionality includes remotely sending instructions to the mobile client through a
persistent connection and setting trigger conditions. If an online problem is detected, the following information is
collected: device and user basic information, stack trace information, sequential information of network request
interfaces, and variable values in memory. The trigger condition is a code string that returns a boolean value. Upon
receiving the instructions, the mobile client parses the string into executable code using a lightweight interpreter
and embeds it for execution. If the condition is satisfied after code execution, indicating the specified problem has
occurred, the aforementioned debugging information is collected for diagnostic purposes. The hotfix functionality
involves sending code strings to the designated methods or functions once the problem is diagnosed. The code
strings are parsed into executable code by the interpreter and used to partially or entirely replace the original
methods or functions, which is accomplished through aspect-oriented programming (AOP). This method provided a
complete remote diagnosis and repair solution by sending preconfigured trigger condition instructions and utilizing
an interpreter. It enhances the efficiency of problem diagnosis and repair while successfully passing strict auditing
processes on various mobile platforms.
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Fig.1 Schematic diagram of system composition and scheme flow
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Fig.2 Flowchart of the overall scheme of remote diagnosis

system
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Tab.1 Examples of remote diagnostic instructions
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"saic_scout™: [{
"scout_version": "1.0.0",
"scout_id": "scout_1001",

"scout_needstore": 0,
"scout_class": "MainOrderInfoHeadView",
"scout_method": "drawRect:",

"scout_option": 2,

"scout_rule": ["self.current_y < 44;"],
"scout_report": {
"properties": ["self.current_y;"],
"log_types": [1, 2, 4],

non

"predicate": ["/biznet/login", "/biznet/user"]

BRI P RA S8 1.0.0 ;
164 id 4 scout_001 ;
ZIESBIREW, THEFE

2% hook 92N MainOrderInfoHeadView, 75i%44% drawRect: ;

hook J7EERIPUTINHIATT IEHATHT ;

TR MR 52 current _y AR BAE/INT 44 ;

LIREEESE current_y LE(E, ®EER. WEHTSHYAHERER, ERH
W4 H &R0 /biznet/login #1 /biznet/user i ME I,

}
il
® 2 MBRLESRA
Tab.2 Examples of hot repair instructions
g FEX

"saic_scout": [{
"scout_version": "1.0.0",
"scout_id": "scout_fix_1001",
"scout_needstore": 1,
"scout_class": "MainOrderInfoHeadView",
"scout_method": "drawRect:",
"scout_option": 2,

0o

"scout_fix": "self.current_y += 44;"

3]

B H IR IR S 1.0.0 ;
$64 id # scout_fix_1001 ;
IS F R AMIFFRFEEN

ZEH hook HJZEH MainOrderInfoHeadView, 75i%44% drawRect: ;

hook 75 EERIPATIN AN 7T IEAA TR ;

AR HIT B R ZE AR current y ZE(EN L 44 ;

------ TEEEE133T1



PR TR BASCA S BRIE W22 4nia B TR AR 5 S

(BERZEFAR P ANEEZ2MT) (FELZERRERE
BT EEL 216 ) GB_T 39725-2020 X BEIT AR
BRI Z 212 H TS HIER,

A, EROEFTE IR M 4822 2TUREIHT
ARG ETT, FERWTEFTEEME L 2R IER, B
A, DNSEAT MR R 2 E T, SRR E RN B
A, PIEREFAEIIF, HHh, AF BRI GE,
DG BN CFRZ 2N RIS L EAKHT R F T T o
6 B4

EERE i 4 22 2 2 2 BT AR A AR U B (A, ARIEC
I RER MG 2 2BERR, BEH T R
RN, SEEERESME T 2RERR,

B, B WEZ2EHENZHRERMLZ 22
HISRHE, AN T B2 2 A AR,  TasailiE %
ERIEFIRE, FFENFI NN Z 2 a8, HIRTUOEE
SV LT RITEERR, AU EHEE M
Ru PR,

HIR, hnsg R TR 2RIREIE R ER 2% %
EREZIT, B EHNHIFAEES), &AL
X e 2z 2 K Rl 2R ERIAIR, B AN KRN
EINRNEE, I, B RIOBIRE R E, Rl
A THIFLEIT R, M % 2ERTFE,

ERARZE L, R RN L2 RS AR
THEREMESH Z 2 MAREE T, HAF GRS LR s,
A MIZBEHATINE, KA S I ELHHZ R AR,
ZEMENEIRNAGH Z2F R P ERERSE,

Ak, EHHAT Z 2P ENSEI, AT

ARG BEE®E S, BT RIALZEWAMSE S, 7
N REGEREEATIE S, 18I 5552 i A1 T 2575
&1, AIDUBERZ 2F PRI EMGRE, M E LR
EE R R28 AT 22 22,

BME <z, ERMEeez—TERME RE
%, TEGEEIBHEM, HIFIHRTBR R 2R
ZeRIERR, RAERXRE, BT e B EAE
TREBRY, FHREETEIERNZ 2, EBMEM AT A
t, DARZEF AR R ERE T,

W

E 3k

(1] BRE BB TNERMNSEZ22EEE]]). FEREFE
17,2022,354(10):66-69.

(2] KLLME . R BT W45 2 R AR R AL TR S5 SEBARAT[J]. I 48 22
A5 M FH,2018,212(8):95+112.

[3] 7R, & . = RER TERERERAL DM T RLE
[J]. A EEESTI%45,2018,33(9):136-140.

[4] KA E B, 25, % — 2 X 7R NS LERME T
ERAME[]] BB E TR, 2023,220(4):89-91.

(5] #EeLe sk ml |, RN GE. 2 T ERE SRR 2. 01y LB =
(J].84F,2020,41(3):114-117.

6] EANT AN{ATAE S 2% 2 2 HR IS [J]. HHEAL S [2%,2019,45
15):50-51.

7] g BT BIEN T2 3. 02 4 22 2188 1 R[]
W22z 2H R 5 R, 2023,267(3):1-2.

(8] ER&, R, i, & ot ME L2 2B E R R[]
HLE TR A SR, 2020,33(12):37-41.

[
(
[

DHIRER S, INEMHEREE, ATRESHSHE
&, Hflg & RIEFR e, BihE P imEikE
152 EEIT R B HIMERE SR T 1T BB AT B ATRIAR
W, FRAEFmRNENT RBPITESFRERHE
B A THREMRIM, RE LIREREE MR,
H—77H, HWEREREE, - rEdivEEY
REX IR TR, W R AvEE R, BR
s R R R, B REEREIEE AOP SLH,
SKERAA, ARSI N g s i S RVEE 77 1%
RiE, B YRR, BAERESEIRN A ME,

133

1] DA BE PINGR B, BUL A B BT N AR 7 7= S MR
SO R[] P EE R ,2021,18(2):162-165.

(2] %=, T AW, ENG, S BN ARFZ2ENRNY5
BF5E[J]. P EHTE(E,2023,25(7):110-112.

[3] HIZ, TR, . Uni-App s FJT £ AR M [J]. T4
REGEME TR, 2023(3):41-44.

(4] FEUM ERHFLT 3 AT IR A5 N T & R A SR (7], 4%
££,2015,36(6):12-17.

[5] BEEJ5 . Android AppYIREREFALHIRIRFF S SEEA[]]. &
REHENLS M F,2019,9(1):235-238.



